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29 December 1982

MEMORANDUM FOR: Special'ASsistant for Security
_ National Reconnaissance Office Staff

FROM: | | 25X1

Office of Security

SUBJECT: | BYEMAN Cover Sheets

REFERENCES : "A) NRO Memo dated 13 Dec 82 25X1
B) NRO Memo dated 13 Dec 82

1. It is noted that two recipients of Reference B (the
Treasury and Commerce representative) are not approved for
BYE ‘access. You may wish to take appropriate action to regain
control of their copies. 3

. 2. While sympathetic to the concern for security expressed .
in references, the proposed remedy must be rejected as inappro-
priate. Carried to its logical conclusion, the line of reasoning
in the references would have all cover sheets removed, thus
concealing from the uncleared observer any BYE relationship.

3. The point of cover sheets, and the use of the unclass-
ified program digraphs and trigraphs, is to inform the BYE
approved individual of the nature and unique accesses required
to read the document. They serve a valid and useful purpose in
a controlled environment and their arbitrary elimination would
only worsen a security problem. »

4. The lack of security discipline alluded to in references
could better be addressed by appropriate briefings and re-indoc-
trinations of BYE approved personnel rather than by abandoning
the proper use of cover sheets.

25X1

'NRO review(s) completed.
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5. It is suggested that future proposed changes to the
BYEMAN Control System security policy be thoroughly coordinated
prior to implementation. This memorandum has been coordinated
with the Chairman, DCI SECOM and the Director of Security, CIA.
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. 25X1
Distribution:

Copy 1 - Adse .

Copy 2 - SSC BYEMAN Policy File
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CONTROL SYSTEM

(S) NATIONAL RECONNAISSANCE OFFICE
WASHINGTON, D.C.

“FHE'NRO STAFF December 13, 1982

’:?MEMORANDUM FOR CHIEF, SPECIAL SECURITY CENTER
;.SUBJECT. BYEMAN Cover Sheets

In a recent memorandum to members of the DCI Security Committee I described a
procedure for handling BYEMAN information that is detrimental to the security
of this sensitive material and requested each SECOM member to take the necessary
- action within his organization to correct it. The specific procedure I am
" . referring to is the use of the first letter(s) or digraph(s)/trigraph(s) of
. BYEMAN project indicator words on a BYEMAN cover sheet while continuing to
- treat the cover sheet as unclassified. These cover sheets appear in non-BYEMAN
and even non-SCI areas supposedly serving as sufficient protection for the
contents of the document while in the possession of a BYEMAN briefed individual.
The effect of this procedure is to expose the project compartmentation of the
BYEMAN system to personnel who do not have BYEMAN access or a need-to-know. .
The open display of the filled-in cover sheets in non-BYEMAN areas also associates
. organizations, offices, and individuals with specific projects, thereby providing
insight, in many cases, into the covert mission of the project through the
R type of involvement or support provided by that organization, office, or -
o individual. ‘

~To correct this situation, I have..instructed. the SECOM prin01pals not. to. use
" _BYEMAN project indicator abbreviations (i.e., first letter, digraph, or trigraph)
- on BYEMAN cover sheets. The cover sheet will now serve only as a protective
dev1ce to alert individuals to the compartmentation of the document within the
» BYEMAN system. Project/access compartmentation requirements w111 be obtained
. from the title page or first page of the document.

While I do not be11eve it neceSsary to discontinue use of existing stocks of
cover sheets, ;I request that. the "specific. activity" lines be deleted from all
{futuremprintings of BYEMAN cover sheets. This.will necessitate a:change in
~ wording-of-the accompanying notice. May I suggest "Access to this. document
“iwill berestricted to individuals approved for the specific activities listed
on the cover, title page, or first page of this document."

The changes described above, combined with judicious monitoring of the Community's
compliance with the new policy, should correct this poor security practice.

Special Assistant for
Securlty

25X1
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ROUTING ‘ ' - SECRET

NAME AND ADDRESS INITIALS : . I
(Security Classification)

. ACTION I DIRECT REPLY PREPARE REPLY
APPROVAL DISPATCH RECOMMENDATION

COMMENT FILE RETURN _ '
CONCURRENCE INFORMATION SIGNATURE CONTROL NO. B}{ ﬁo:ﬁaagé’&l-
REMARKS: 2 ‘ : _

corY__« ofF_ /5

FROM: NAME, ADDRESS, AND PHONE NO. "I DATE

Handle Via -

BYEMAN

Channels

Access to this document will be restricted to
those approved for the following specific activities:

Warning Notice
Intelligence Sources and Methods involved
NATIONAL SECURITY INFORMATION

Unauthorized Disclosure Subject to Criminal Sanctions
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CONTROL SYSTEM

(S) NATIONAL RECONNAISSANCE OFFICE
WASHINGTON, D.C.

THeNéOSTAFF ' E I ' : ' ' " " December 13; 1982

HANDLE VIA

» MEMORANDUM FOR DISTRIBUTION
SUBJECT' BYEMAN Cover Sheets

I wish to bring to your attentlon a procedure for handling BYEMAN
information that is detrimental to the security of this sensitive
material and ask that you take the necessary action within your
‘organization to correct it. The specific procedure I am referring to
is the use of the first letter(s) or digraph(s)/trigraph(s) of BYEMAN
project indicator words on a BYEMAN cover sheet while continuing to
treat the cover sheet as unclassified. These cover sheets appear in
non-BYEMAN and even non-SCI areas supposedly serving as sufficient
protection for the contents of the document while in the possession
"of a BYEMAN briefed individual. The effect of this procedure is to
expose the project compartmentation of the BYEMAN system to personnel
who do not have BYEMAN access or a need- to-know. The open display of
the filled-in covers sheet in non-BYEMAN areas also associates
organizations, offices, and individuals with specifiec projects,-
thereby providing insight, in many cases, into the covert mission of
the project through the type of involvement or support prov1ded by
that organlzatlon, office, or individual.

Effective 1mmed1ately, BYEMAN pPOJect indicator abbreviations (i.e.,
first letter, digraph, or. trigraph) shall not be used ‘on BYEMAN cover
sheets. The cover sheet will serve only as s a protective device to

-alert individuals to the compartmentation of the document within the .. .
BYEMAN system. Project/access compartmentation requirements will be
obtained from the title page or first page of the document.

The CIA Special Security Center will be advised to delete the "specific
activity" lines from future printings of BYEMAN cover sheets. . Request
~ you disseminate this policy change within your organlzatlons and 1n1t1ate
" the necessary action to ensure the BYEMAN project indicator words or
abbreviations do not appear on the coversheets. I appreciate your
assistance in this matter.

25X1

NRO

Special Assistant for
Securlty
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DISTRIBUTION: "

Chairman, DCI Security Committee
AFIS/INS/Col Mercuro :
OACSI/DI, DAMI-CI/Col Press

0OSD, Dir Security Plans and Programs/Mr. Anderson
DOE, Dir Division of Securlty/Mr. Dowd

FBI/Mr. Dean

DOJ/Mr. Rubino.

Na\__rx(r‘j OP-OOjDX/Mr. Welch
ate, . Garrett -
Treasury, Office of Administrative Programs, Deputy Director,

Physical Security/Mr. Southern
Coumerce, Director, Office of Investigations and Security/Mr. Randolph
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DISSEMINATION CONTROL ABBREVIATIONS

MOFORN- Not Releasable to Foreign Nationals
NOCONTRACT- Not Releasable to Contractors or
Contractor/Consultants

PROPIN- Caution-Proprietary Information {nvolved

USIBONLY- USIB Departments Only

ORCON- Dissemination and Extraction of Information
Controlled by Originator

REL .. .- This information has been Authorized for
Releaseto. ..
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